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Abstract: Phishing attacks have recently become one of the most prominent attacks against internet users,
governments, and service provider organizations. In a phishing attack, attackers use phishing emails or fake
websites to collect sensitive customer information (such as user account login details, credit/debit card numbers,
etc.). Phishing websites is a common online manipulation attack, including many website scams. In such attacks,
attackers create web pages that mimic the behavior of legitimate websites and send URLSs to targeted victims via
spam, text messages, or social networks. For a comprehensive understanding of phishing attacks, this article
provides a literature review of artificial intelligence techniques: machine learning, deep learning, hybrid learning
and scenario-based techniques to detect phishing attacks. This article also compares different studies on phishing
attack detection for each Al technique and explores the features and shortcomings of these methods. In addition,
this article provides a comprehensive collection of current challenges in phishing attacks and future research
directions in this area.

1. Introduction
Phishing is an unethical practice that uses both social engineering and technical methods to obtain sensitive
information and credentials such as banking credentials from users. Some social engineering techniques
employ spam emails that masquerade as real companies or organizations and are specifically meant to direct
users to bogus websites that manipulate receivers into falling into traps that steal financial credentials such
as user-ids and passwords. Technical intrigue methods implant malicious software onto systems to directly
collect data, frequently using systems to intercept users' online account usernames and passwords.

In general, two ways are commonly utilized in detecting phishing websites. The first method is often based
on a blacklist, in which the given URL is compared to the URLs in the blacklist. Another aspect of this
strategy is that the blacklist cannot always recognize all phishing sites, thus a new bogus website is built. The
alternative or second strategy is known as heuristic based methods, in which only a few features are collected
from the sites to determine whether it is phishing or authentic.

A heuristic-based technique, as opposed to a blacklist approach, can detect newly constructed phishing sites.
The heuristic-based approach's accuracy is dependent on identifying a set of chosen features that may aid in
classifying the type of the website. Data mining techniques are some of the research domains that can use
knowledge aspects that promise the nature, reliability, and completeness, as well as shorten the duration of
knowledge achievement. In data mining, there are two types of rules-induction approaches: associative
techniques and classification-rule techniques. This work is concerned with the application of classification
rules. The classification task's goal is to assign each test data point to one of the test dataset's specified classes.
Various studies on phishing website identification based on website attributes have been undertaken, but
these studies were unable to detect the exact or precise phishing website.

Compared to most previous approaches, researchers focus on identifying harmful substances URLs from a
large pool of URLs. The objectives of the study are as follows:

o Develop a new approach to detect malicious URLs and alert users.

o Apply ML techniques in the proposed app.

2. Problem Statement.

An The Internet has ruled the world by bringing half of the world's population into the cyber realm at an
exponential rate. Because of the anonymity provided by the internet and the booming of internet transactions,
hackers attempt to trap end-users through various forms such as phishing, SQL injection, malware, man-in-
the-middle, domain name system tunnelling, ransomware, web trojan, and so on. Among all these attacks,
phishing appears to be the most deceptive. The primary goal of this work is to classify a phishing website
using multiple machine learning approaches to achieve maximum accuracy and a succinct model.

Page No: 92


mailto:bm.pampapathi7@gmail.com
user
Textbox


Journal Of Technology || Issn N0:1012-3407 || Vol 13 Issue 8

A. Proposed System

Our proposed system begins with data extraction, where we will collect the data. Based on the data collected,
we will train the model using machine learning algorithms, and then we will design the front end. After
designing the front end, we will go through flask integration and then deploy the model on a cloud platform
to make it available to end users.

Advantages of proposed system:
+ High detection rate
+ Fast computation.

B. Objective
In recent years, phishing has been a big source of concern for security professionals because it is quite easy
to create a phishing website that appears to be identical to a legitimate website. Although professionals can
recognize bogus websites, not all users can, and as a result, some people fall prey to phishing assaults. The
attacker's primary purpose is to obtain bank account information. Every year, businesses in the United
States lose $2 billion because of their customers falling prey to phishing. According to the third Microsoft
Computing Safer Index Report, released in February 2014, the annual global impact of phishing might be
as high as $5 billion. Phishing attacks are growing increasingly successful because of user ignorance.

3. Literature Survey

Rishikesh Mahajan, Irfan Siddavatam , International Journal Computer Applications , October
2018. “Phishing Website Detection using Machine Learning Algorithms”. This paper explains how
phishing is the easiest way to get one. Sensitive information from unsuspecting consumers. The purpose of
data capture is to obtain sensitive information such as usernames, passwords, and bank accounts. People
working in cyber security are increasingly looking for reliable and consistent detection strategies for
phishing sites. The purpose of this work is using machine learning to identify phishing URLS by extracting
and evaluating different URLs aspects of genuine and phishing URLs. Data traps are detected using
decision tree, random forest, and Support Vector machine algorithms. The purpose of the survey is to
identify phishing URLs and narrow down the best machine learning method by analyzing each algorithm.
accuracy rate, false positive rate, and false negative rate. This paper attempts to improve detection using
machine learning techniques. Mechanism of phishing sites using arandom forest approach, we did it to obtain
a detection accuracy of 97.14 percent with the lowest false positive rate. Furthermore, the results show that
the classifiers perform better when there is more data used as training data.

Mangala Kini, Deekshitha, International Journal of Engineering Research & Technology (IJERT)
Vol. 1.2, No. 6, 2021. “A Review Paper on Detection of Phishing Websites using Machine Learning”.
Phishing is an attempt to steal personal information such as usernames, passwords and credit card
numbers of individuals or organizations as a reliable source in electronic contact. Phishing attacks cause
a serious threat to user privacy and security. This provides an overview of various phishing attempts and
information security approaching it also covers the basics of Extreme Learning Machine (ELM).
Classification of 30 features in the UC Irvine machine learning repository database, including information
about phishing sites. This report included three main parts of the study: the theory of phishing crimes, a
review and study of anti- phishing techniques proposed by various studies research gaps While you can
never eliminate phishing, it does happen before finding a solution, it is important to understand the crime.
we are gone through the many features of phishing attacks and in many ways to detect phishing sites. The
next step is to research how to build phishing detection in a system that focuses on phishing sites because
it is the most popular method attack, we can use artificial neural networks or random forest classifiers
Instead of Naive Bayes method for more accurate results. This detection tool help users avoid phishing
attacks in the future.

Ma et al. [3,4] A manuscript on Website phishing Identification.

Compared different group-based learning algorithms used to classify phishing sites and found that a
combination of host-based and lexical features provides the highest classification accuracy. In addition, they
also compare the performance of cluster-based algorithms with network-based algorithms using complete
functions and find that network-based algorithms, especially confidence-weighted (CW), outperform set-
based algorithms. Attributes include presence of red flag keywords on the website, attributes based on Google
PageRank and Google Website Quality Guidelines. Can't directly compare without access to the same sites
and properties.
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Kunju et al. (Kunju et al., 2019) used a survey method to detect phishing attacks. The study offers several
solutions and methods to detect phishing attacks. According to the study, many of the proposed solutions
proved to be insufficient to find solutions to phishing attacks. The literature of this work contains only 14
studies from 2007-2019. The study only deals with machine learning techniques to detect phishing sites.
conducted a systematic review to analyze different approaches by other researchers to detect phishing attacks
using deep learning algorithms. In conclusion, there is still a significant gap in the field of deep learning
algorithms to detect phishing attacks. The literature for this work includes only 19 studies published between
2014 and 2019. This article only covers research papers that deal with the main topics of phishing and deep
learning.

Atulya and Praveen (Atulya and Praveen, 2020) discussed different phishing attacks, latest phishing
tactics, phishing and anti-phishing strategies. In addition, the article aims to raise awareness of phishing
attacks and the strategies used to detect phishing. According to this study, the best way to prevent phishing
attacks is to educate users about different types of phishing attacks. Users can choose the best security
software tools or applications like anti-phishing browser extensions to detect phishing attacks. The literature
of this work is based on nine research topics. The study does not include deep learning techniques to identify
phishing sites. reports on research into artificial intelligence-based phishing detection techniques. The authors
used statistical phishing reports to examine flaws and trends in phishing attempts. The article classifies anti-
phishing assessments into four categories: machine learning, hybrid learning, scenario-based and deep
learning. Research shows that machine learning methods provide the best results compared to other
approaches. The work is based on the literature published in the last ten years and analyzes only 21 research
objects.

Arshad et al. (Arshad et al., 2021) presented various phishing and anti-phishing techniques in their study.
According to SLR, the most common phishing techniques used are phone phishing, email spoofing, phishing,
and email manipulation. According to this study, the highest accuracy was achieved using machine learning
methods. The study is limited by the fact that it is based on only 20 studies. proposed a review paper to select
features that can be used in URL-based phishing detection systems. The purpose of this study is to create a
general research resource for researchers working on website classification or network security. A limitation
of this study is that the article only considered five literature studies. presented a framework to detect and
prevent various phishing attacks. According to this study, algorithms based on machine learning are effective
in identifying true positives. The limitations of this study are as follows: only 11 studies were considered in
the literature of this work, and the study does not include deep learning techniques to reduce phishing sites.

Catal et al. (Catal et al., 2022) worked on a systematic literature review that answered nine research
questions. The main goal of the research is to identify, evaluate and synthesize the results of deep learning
approaches for phishing detection. According to this study, supervised ML algorithms were used in 42 out of
43 studies. The most used algorithm was DNN, and the best performance was given by DNN and Hybrid DL
algorithms. The article only deals with research related to Deep Learning for Phishing Detection. Recently
worked on conventional and automated phishing detection techniques. Traditional anti-phishing methods
include raising awareness, educating users, organizing periodic trainings or workshops, and using a legal
perspective. Computer-based or automated anti-phishing approaches refer to list-based and machine learning-
based techniques. More importantly, the paper compares the similarities, positives and negatives of these
approaches from a user and performance perspective. According to this study, machine learning and rule
extraction are suitable for combating phishing attacks. The limitations of this work are as follows: the review
is based on 67 research topics and the study does not include deep learning techniques to detect phishing
sites.

Page No: 94



Journal Of Technology || Issn N0:1012-3407 || Vol 13 Issue 8

4. Methodology.

This paper uses various Machine learning algorithms and techniques to detect whether the website is phishing
website or its legitimate. Initially the data is collected, and data is trained using various machine learning
algorithms and train model and then comes the designing of the front end in data Collection the user will select
whether to trust the website, a trusted source is required to train the model. Data is gathered from a website
called Phish Tank. Cisco Talos Intelligence Group (Talos) is trusted and maintained. As a result, the data has
been retrieved from https://www.phishtank.com/ as well as cleaning and formatting the data accordingly. The
project's features have been extracted.

A. Data Flow

The technique consists of website data collected through host-specific, page-specific and feature extraction.
The first step is to collect phishing and benign websites. In this approach, attributes are extracted based on
admiration to form a database of values. This database consists of data mined using various machine learning
techniques. When evaluating algorithms, a selection classifier is selected, which is implemented in Python.

Y

Feature Selecfion

. ! Phishing Website
URL input i Dataset (31 features)

v ! v
Scrape feature data ! | Prediction Model |, EQ{:EE%;&E}]&%
from URL | "1 (Ensemble learning) [ features)
¥
Result
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Fig 1. Data Flow Diagram
B. Feature Extraction

Feature separation is based on sixteen different features. Information is segregated exactly URLs for phishing
sites are marked with 1 and benign sites URLSs are marked with the number 0. [1] Presence of IP address: If
a URL contains IP addresses, it will be marked as 1 or phishing website According to the collected
information, most of the phishing sites contain IP addresses instead of the domain name.

Presence of @: If a URL contains the @ symbol, it will be marked as 1, a phishing site. Because if the URL
contains the @ symbol, the browser will take the address after that symbol, and it is redirected to the attacker's
desired website.

More dots (,,.”): If the URL contains more dots (.**), the URL is flagged for example 1. A quality website
contains up to 3 points in terms of information.

URL length: If the URL is longer than 54 characters, The URL is labelled 1. Because attackers use large
URLSs to hide the domain name the actual website.

URL depth: URL depth can be thought of as subpages that the website contains It can be identified by the
number "/* in the URL.

URL Redirection: The URL must contain a single "//" after "HTTPS:" if it contains more if one, it means it
redirects to another site that may not be related to the site where we go. So, according to the dataset, most
URLSs contain "//" more than one is engaged in phishing. So a URL containing more than "//" is marked with
1

Prefix or Suffix: Domain names usually do not contain a "-" prefix or suffix. If there is a "-" in the domain
name, then it is marked as 1, and if not, as 0.

Web Traffic: The Alexa ranking is an analyzed ranking of web traffic. Sites that are ranked Alexa cannot
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have phishing sites. So, if the Alexa rank of a URL is less than 100,000, it is marked as 0 unless 1 is marked.
Time to register a domain: Legitimate websites often mind their own business domain registration and stay
informed. So, if the domain registration is less than 1 in, it is indicated by 1 and if not by 0.

Domain Age: Domain age less than 6 months is classified as 1 and if more than 6 months, it is marked as 0.

DNS Record: If a website is legitimate, it should have registered who it is database. So, if the URL domain
name is registered which is, it will be marked as 0 and if not specified 1.

Collect benign dataset Collect phish dataset
(alexa com.dmoz org.web browser history) (phishtank.com)

[ Read URLs one by one
1

|
I |
Analyze host name
(Length No._of Analyze URL

Analyze path
{Lengthprotocol

dotsNewof TLDs (Length protocel -y
crc.) used ste.) used c1c.)
| I l Add decision | | Add desision
KL\ vector 1 vector O
Write the features in Excel
and CSY format
To classifier

Fig 2. Feature Extraction Process.
C. Visualization of Data

Data visualization is a discipline that seeks to understand data by placing it in a visual context to reveal
patterns, trends, and correlations that might not otherwise be observed. Python provides some great graphics
libraries packed with many different features. Whether you want to create interactive or very custom
storyboards, Python has a great library for you Data visualization is a discipline that seeks to understand data
by placing it in a visual context to reveal patterns, trends, and correlations that might not otherwise be
observed. Python provides some great graphics libraries packed with many different features. Whether you
want to create interactive or very custom storyboards
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Fig 3. Data visualization

D. MACHINE LEARNING ALGORITHMS/MODELS

The model is created with five main classification algorithms/models K-means Classifier, Naive
bayes classifier, Logistic Regression, Decision Tree Model, Random Forest.

K-means Classifier: It is a method for finding subgroups of observations, is widely used in applications such
as market segmentation, where we try to find structure in data. Although clusters are an unsupervised machine
learning technique, they can be used as features in a supervised machine learning model. Clustering is a type
of unsupervised machine learning that aims to find homogeneous subgroups so that objects in the same group
(clusters) are more like each other. K Means is a clustering algorithm that divides observations into k clusters.
Since we can dictate the number of clusters, this can easily be used in classification, where we divide the data
into clusters that can be as large or larger than the number of classes. The K-Means function applies a K-
Means cluster to the train data as the number of clusters formed by the number of classes and creates labels
for both the train and test data. The parameter output controls how we want to use these new labels, "add"
adds the labels as features to the dataset, and "replace" uses the labels instead of the training and test data to
train our classification model.

Naive-Bayes Classifier: The Naive Bayes algorithm is a supervised learning algorithm based on Bayes'
theorem used to solve classification problems. It is mainly used in text classification, which contains high-
dimensional training data. The Naive Bayes classifier is one of the simplest and most powerful classification
algorithms that helps build fast machine learning models that can make quick predictions. It is a probabilistic
classifier, which means it predicts the target based on probability. Some popular examples of Naive Bayes
algorithm are spam filtering, sentiment analysis and article classification. Using the data set, it decides and
follows the following steps.

e  Convert the given data set into frequency tables.

o Create a probability table by finding the probabilities for the given properties. Then using Bayes
theorem to calculate the posterior probability.

Logistic Regression: Logistic regression is a supervised machine learning algorithm used primarily for
classification tasks that aim to predict the probability that a case belongs to a certain class. It is used for
classification algorithms; it is called logistic regression. it is called regression because it takes as input the
output of a linear regression function and uses a sigmoid function to estimate the probability of a given class.
The difference between linear regression and logistic regression is that linear regression produces a
continuous value that can be anything, while logistic regression predicts the probability that a case belongs
to a certain class or not. It is used to predict a categorical dependent variable using a given set of independent
variables.
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Decision Tree: A decision tree is a supervised learning technique that can be used for both classification and
regression tasks but is mostly recommended for classification tasks. It is a tree-structured classifier, where
internal nodes represent features of the dataset, branches represent decision rules, and each leaf node
represents an outcome. A decision tree has two nodes which are the decision node and the leaf node. Decision
nodes are used to make any decisions and have multiple branches, while leaf hodes are the outputs of those
decisions and contain no other branches. Decisions or tests are made based on the properties of a particular
material. It is a graphical representation that provides all possible solutions to a problem/decision under given
conditions.

Random Forest: It is used to solve both regression and classification problems. It is a set of decision trees.
Depending on the data, parameters how to calculate decision trees, depth of trees, etc., parameters are given
to the function as arguments so that the accuracy of the model can increase. Each decision tree delivers value
The set of values is averaged, and that average is randomly returned forest algorithm.

08
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Accuracy

K-Means Naive Bayetogistic Regressidiecision Tree Random Forest

Fig 4. Machine Learning Model Scores.

5.Results

Phishing sites and their domains exhibit characteristics that differ from other sites and domains. (For example,
Google; www.google.com and some random phishing site is example: www.googlee.com). Phishing Uniform
Resource Locator websites and "domain names" tend to have different lengths compared to other websites
and domain names.

The Table below shows the training and testing accuracies of all models. The difference between training and
test accuracy values indicates that the models do not fit the large data set. We consider the accuracy of
different classifiers and found Random Forest as the best classifiers provides ultimate accuracy.
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Table: Classifier performance.

ML Model Train Accuracy Test Accuracy
K-Means Classifier 0.634375 0.675000
Naive Bayes Classifier 0.740625 0.7

Logistic Regression 0.86875 0.85

Decision Tree Model 0.887 0.863
Random Forest 0.881 0.863

Table 1. Shows the classifier performance of each Classifier.

If the URL entered by the user is found a small pop-up will appear on the phishing site to warn the user about
this malicious website. It is when the user will decide needs to access to the information on this website or
not.

Phishing Website Detection

hitp://veeeve facebook com CheckURL

Fig 5. A simple interface to enter a website URL.

Phishing Wehsite Detection
http://www.facebook.com CheckURL

Legitimate

Fig 6. Output of Legitimate URL

HOME ABOU

Phishing Wehsite Detection
http://t.cofizj7BgMMFh CheckURL

Phishing

Fig 7. Output of Phishing URL
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6. Conclusion

In conclusion, we have seen how phishing is a a serious threat to network security and how phishing detection
is @ major problem area. We have looked at some traditional phishing methods spotting, i.e. blacklist and
heuristic evaluation methods, and their disadvantages. We tested five machine learning phishing website
database algorithms and changed their results. We then chose the best algorithm based on this performance
and created an additional extension for detection phishing sites. The extension enables easy deployment our
phishing detection model for end users. We have identified phishing sites using the Random Forest algorithm
with an accuracy of 88.01%. For future improvements we plan to build a scalable phishing detection system
online service that includes online learning new phishing attack models can be easily learned and improve
the accuracy of our models with better features mining.
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